CYBER SMART GUJARAT 01

CYBER SMART
GUJARAT

Complete Cybersecurity Awareness Masterclass

a1%21d i elirddi Cyber Fraud il sdl dd ciug?

Fraud Ai0vuii - si4 j2(&id 21uil - A12A 44 report s?i

Presented by Nirmal Rabari
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SECTION 1 INTRODUCTION

AHIF Hel ] eilvidil 81342

I Masterclass yei &1 ysl du:
25+ usi-1 Cyber Frauds 110 2isell.
Fraudster sdl 2ld disid s1d € d 14Y) 2Isll.

Fake Calls, Messages 14 Websites 0] 2isall.

d41RI Bank Account 244 Smartphone j2feid 21uil 2isell.

WhatsApp, Instagram 214 Gmail y2(&id s3l 2isell.
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SECTION 1 INTRODUCTION

AS Ued: 2 d ¥rleid ©i?

Audience Interaction:

2] d¥ sa1RY eIl Link uR Click s3] €?

2] a4 WhatsApp u? 241dd] APK File Download s3] €?
2] dH slgd OTP s &?

2] d¥ ALl fsdd Screen Sharing Access Wi €?

2] d¥ Google uzeil Huid@l Customer Care Number U si- sai €?
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SECTION 1 DATA

d1¥RIdHi digiRidl Cybercrime s¥

NCRB police-registered cases — reported year; not all complaints or attempted frauds.

1,995

1,995 peak in 2023

1,536 1,592
1.283 1,417
)
1,592
I 024 - rate 2.2 per lakh
2020 2021 2022 2023 2024
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SECTION 1 DATA

ciikddi Financial Cyber Fraud reports

NCRP complaints and reported amounts; 2025 figure is provisional as reported in Parliament.

2021

2022

2023

2024

2025

REPORTS

2.63 lakh
6.94 lakh
13.10 lakh
19.19 lakh

24.03 lakh

Report count qsil 215 ® %AIR reported amount &2; Gid JHE21 HIY .
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SECTION 1 DATA

dl%ud: NCRP cyber-fraud reports

Aissl inceptionail 28 Feb 2025 »y¢il; 241 21621 reporting measures ©.

3,67,754

incidents reported amount reported

¥556.98 cr ¥10.32 cr

amount marked lien amount refunded

Lien, refund 14 reported amount 2ilsil a42uiimeil2il recovery rate d siel.
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SECTION 1:- HUMAN PSYCHOLOGY

7.sR | FEAR

Cybercriminals geil di2 technology s2di human psychology-i dgj Guial s €.

Fraudster ¢ s21d &?

® Bank account Gi¢l 22|

® Police Complaint / Digital Arrest
® Aadhaardi 244 Guaial 21yl

® Electricity sulel / lllegal Parcel

~isikidl fraud

Digital Arrest - Fake KYC - Electricity Bill - Fake Police/CBI - Courier Scam

s1eR1g4 [Heid 4 di. Call siui, Uil 4 Hisdi, official channelzil verify szi.
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SECTION 1:- HUMAN PSYCHOLOGY

8. didy | GREED

Cybercriminals geil di2 technology s2di human psychology-i dgj Guial s €.

35,000 — 50,0001 dIAE]
£22i% guaranteed profit
Free gift / cashback

Work from home: 10,000 daily

~isikidl fraud

Investment - Trading - Task - Lottery - Fake Job - Gaming Top-up

Guaranteed return uz 2isixil. Platform «d verify szi; sig “unlock fee” 4 11ui.
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SECTION 1:- HUMAN PSYCHOLOGY

9. Alnd | LAZINESS

Cybercriminals geil di2 technology s2di human psychology-i dgj Guial s €.

Fraudster ¢ s21d &?

® SMS link d2d click

® WhatsApp APK install

® Search resultHieil customer care call
® Unknown USSD code / permissions

® Screenshotd payment proof Hi4q

~isikidl fraud

APK - Phishing - Fake Customer Care - Call Forwarding - QR / Fake Payment

Link, app, number ¥4 bank transaction — a1k verify sai ugl % 311210 ggi.
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THE GOLDEN FORMULA

dieil Ainvil. [[HelJa ud dndg.

S0l triggers Hi2 el [dR1M.

I S2 dIdi —  sid w1l
I dIdYy A1y —  [qu1R] di
I shortcut guia —  VERIFY szi

STOP - THINK - VERIFY - ACT

Phone uédi mindd manipulate s2didi ¥ 21 9.
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SECTION 2 - HOW FRAUD WORKS

Fraudster-i uid udididi A4S

®
*The Five-Step Fraud Cycle
Target Selection - si4 silgdi d uRie s2d,
® . . .
Contact - Call, WhatsApp, SMS, Email >121d1 Social Media.
Trust Building - Police, Bank, Government 212id1 Companyd 14 diu:d,

Manipulation - Fear, Greed, Urgency »12dl Emotional Pressure.

Financial/Data Theft - U1, OTP, Password 12di Personal Data Hnag,
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SECTION 2 - FRAUD TYPES

Top 10 cyber frauds Jiinui

£25Hi 4sdl B0, €61l AH2idl payment/data request duiil.

UPI / QR payment

Investment / trading

OTP /KYC

Call forwarding

Online shopping
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© APK/fake app

Fake customer care

@ Job / task

Al voice / deepfake
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 01/ 25 - UPI Payment Fraud 2j &?

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® UPI = Unified Payments Interface.

® UPI gi2i 6is viidivi g Digital Payment @i ©.
® Common Fraud Methods:

® rake Payment Screenshot

® Fake Collect Request

ATTACK 01 - il - AsIAl - 2dda 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 01 - UPI Payment Fraud 2j ©?

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
Recipient 4 «1eildi channelzil confirm szi.
Collect request approve s2di Uédi amount 4 payee duil.
o

UPI PIN ssd payment authorize s2dl; receive s2di -dl.

Payment d4I2I bank appHi A0 W1 ugs] & dag 41Ul

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 02/ 25 - How to Identify?

Al gHdl sdl 2d 213 21d & i s HIled] a1 HaadiH] I A1 ©.

ATTACK PATTERN
® Jau dadgar wiz PIN sisidi.
Unknown Collect Request.

Fake Payment Screenshot.

Unknown Person giRl Screen Sharing.

Payment Confirm sai do1R dq AAIudi4 cii0l.

ATTACK 02 - 3 - isidi - 2ddat 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 02 - How to Identify?

s [Mfd2Hi Guidil yrail uaidi.

dHIR @] 5°4?
. - \ \
UPI PIN, OTP 1adi screen sharing si 4 dlul.
Collect request- €ui4ail dii; 2110l request decline szI.

dHII bank appHi transaction status %id gl

dIS|E/S21GASAI €AHIRMI [HLld 4 dl.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 03/ 25- QR Code Scam

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® QR Code-ii Guaidl Payment 14 Information Access 12
A1 .

® Fraudster ¢f s2 &?
® Fake QR Code ¥isd ®.
® Payment Receive s21qai sé .

® QR Scan saf ussl UPI AppHi Payment Request uid 9.

ATTACK 03 - i - isidi - 2ddat 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 03 - QR Code Scam

s [Mfd2Hi Guidil yrail uaidi.

dHIR @] 5°4?

® QR scan sdi2il ¥1H1a 2ld payment request vd &; Ui
Hnddl QR scan s2di usdi 4ail.

Payee name 214 254 duli.

sl QRe login 212id1 payment A s,

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 04/ 25-OTP Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® oTP- One-Time Password.

® OTP Account Verification 214 Transaction Authentication Hie
GUII2IHI A1 ©.

® Fake Bank Call
® Fake KYC Update

® Fake Customer Support

ATTACK 04 - 3l - 2As14l - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 04 - OTP Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
OTP sid caller/message 12 share d s-2l.

Bank-I official app/siteail account duii.

oisiaue call sidl bank card/official site U241 4ci22i] 2ius s-i.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 05/ 25 - KYC Update Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® kyc-= Know Your Customer.

® Banks IR Financial Institutions Customer |dentity Verify s2di
KYCAI Guidl s2 .

® Fraud 54 A4 aw &2
® Fake SMS 2114 ©.

® Account Block s2ai-] g1l v ©.

ATTACK 05 - il - 2is14i - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 05 - KYC Update Fraud

s [Mfd2Hi Guidil yrail uaidi.

dHIR @] 5°4?
¢ SMS link viiddid ¢ied bank appdi KYC status duiil.
. N\

OTP, PIN, CVV »12d| password - »1Iul.

Bank-1 official channelail = KYC yoi s?i.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 06 / 25 - Digital Arrest Scam

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.
ATTACK PATTERN
® :One of the Most Dangerous Social Engineering Scams
Fraudster uidid 1 461 AHiOUHId €
® Police Officer
CBI Officer

® Customs Officer

ATTACK 06 - il - s - 2dd 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 06 - Digital Arrest Scam

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
Call disconnect szi; Ul transfer d szi.

Official police station/channeld d¥ %id 2us si.

ylRdi12 d12 did s2i; financial fraud 2112 di 1930 U2 d2d 2us s2l.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 07 / 25 - Investment & Trading Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Fraudster g cidid &?
® Guaranteed Returns
® 5y Daily Profit

® VIP Trading Group

® Fake SEBI Registration

ATTACK 07 - 3l - 2As14l - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS 26

PROTECT 07 - Investment & Trading Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

SEBI registration 34 broker official sourceail duiii.

Guaranteed returns x4 441221 groupsail dldid 2¢l.

Fake dashboard-i profit i 4 Hi4i; withdrawal fee Uz +2si.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 08 /25 - Job & Work From Home Scam

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® common Scams:

® YouTube Video Like Task
® Google Review Task

® Telegram Task

® Data Entry Scam

ATTACK 08 - il - 2As14l - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 08 - Job & Work From Home Scam

s [MlH2ui Guaiail el yaidi.
dHIR @] 5°4?
Job #ugal advance fee  2i1ul.

Company website, email domain 214 offer letter verify szi.

Unknown apps/links install 4 szI.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 09/ 25 - Online Shopping Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Fake Shopping Websites
® Instagram Store Fraud

® Fake Discounts

® Prepaid Order Scam

® Fake Delivery Messages

ATTACK 09 - 3l - isidi - 2ddat 2d Verify s-2i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 09 - Online Shopping Fraud

s [Mfd2Hi Guidil yrail uaidi.

dHIR @] 5°4?

® Domain, seller reviews, contact details 141 payee name
dull.

UG1 Al ofld 2424 prepaid-only deal u? 2isiAl.

Trusted marketplace 1&g official brand site diuzl.

DO NOT PANIC - STOP - VERIFY - REPORT

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS

30



SECTION 4 - 25 CYBER ATTACKS

ATTACK 10/ 25 - Fake Customer Care Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Fraudster Fake Customer Care Number Internet u2 35
.

Victim Google Search s2l4 Number Uz si s2 €.

® L Fraudster:

OTP Hidi .

® UPI Payment s2id ®.

ATTACK 10 - il - AsIAl - 2dda 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 10 - Fake Customer Care Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

Customer-care i official app/site ¥1adi card uz2il dHudi.
® N
OTP, UPI PIN 2A42191 remote access 4 AIul.

Search-result o2 official sidid il 4 di.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 11/ 25 - Electricity Bill & Government Scheme Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® common Messages:

® Electricity Bill Pending. D D

® vour Connection Will Be Disconnected.
® Government Subsidy Approved. n :
PS . . —
LPG Subsidy Pending. -
ATTACK 11 - 3 - isIdi - 2dda d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 11 - Electricity Bill & Government Scheme Fraud

s [Mfd2Hi Guidil yrail uaidi.

dHIR @] 5°4?

@ Bill ?J\-I-\I subsidy official utility/government portalyi «1d
ASIAI.

¢ SMS/WhatsApp linkall APK install 4 s2i.

Urgent disconnection threatui callerd payment 4 szI.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 12/ 25 - Loan App Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Fraud 34l 3d a1a &?

® |nstant Loan Advertisement.
® Fake Loan Application.

® Excessive Permissions.

® Contact List Access.

ATTACK 12 - 20 - isidl - 2dddl 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 12 - Loan App Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
. A AN e N\
RBI-regulated lender duii ¥4 loan agreement digll.

® App permissions H3iled 21ui; contacts/gallery access - 211Ul %
332l 4 ¢l

Harassment- y2idi 14dl 244 slRle s2l.

DO NOT PANIC - STOP - VERIFY - REPORT

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS

36



SECTION 4 - 25 CYBER ATTACKS

ATTACK 13/ 25 - Romance & Matrimonial Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN
® common Techniques:
® Fake |dentity.
® Fake Marriage Proposal.
® Emotional Manipulation.

® Fake Emergency.

ATTACK 13 - 20l - isI¥l - 2dddl 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 13 - Romance & Matrimonial Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

O u‘l‘mw independent 2ld verify s2i; trusted family/friend
sél.

Y, gift charges +21di private documents Hisdzli 4¢l.

Urgency 4 secrecy-l €aill4 red flag Hi4l.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 14 / 25 - Sextortion & Blackmail

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Fraudster Victimd Video Call 1241 Fake Profile gi21 s2iid
o.

yel:
® Recording szail ams).
Private Photos Leak s2di] gusl.

® Money Demand.

ATTACK 14 - il - 2AsI4l - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 14 - Sextortion & Blackmail

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

® wictimai o saq?
® Ppanic 4 sai.

® i ysaardl Gdian - sai.

® Yar anaal.

® Account Privacy agizd.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 15/ 25 - SIM Swap Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® SIM Swap izd Victim1 Mobile Numberd Unauthorized
SIM Replacement s1adi Transfer.

® Fraudster 2 s2ai-i uaial s3 &7
® personal Details naaal.
® Fake |dentity Documents diu:di.

® Telecom Operator 8dzal.

ATTACK 15 - 30l - is1i - 2dd 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 15 - SIM Swap Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
SIM u2 d1u14s No Service ¥i1d di operatord dad 2ius s-l.

Bank- %10l s2i A4 Hecddl account passwords y2(&id s?i.

Account activity 14 transaction alerts duiil.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 16 / 25 - Identity Theft & Digital Credentials Theft

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® sig culsd auid] Hinvidi dizsiag: Gualdl s2 dd Identity Theft
sedIY O,

® Sensitive Information:
® Aadhaar Number

® PAN Number

¢ Passport Details

ATTACK 16 - il - is1i - 2dd 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 16 - Identity Theft & Digital Credentials Theft

s [Mfd2Hi Guidil yrail uaidi.

dHIR @] 5°4?

® Documents uR purpose/date watermark ¥si; %32l ¢ia d2g
% share s-zl.

Aadhaar biometric lockdl [dscy 4.

Strong unique password 14 2FA diuzi; activity usiil.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 17/ 25 - APK Fraud: Fake Android Applications

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® APK = Android Package Kit.

® Android Application Install s2di Hi2 guRig Package Format.
® Fraudster APK gi2i 2] seal-i uaiiai s3] 21$?

® Fake Banking App.

® Fake KYC App.

ATTACK 17 - il - isIV| - 2dd 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 17 - APK Fraud: Fake Android Applications

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

® Officia\l app store/websiteuiail ¥ install s2i; Play Protect
Ulg 21uil.

® Unknown sources 34 unnecessary Accessibility/SMS
permissionsail €2 2.

® |Install 2¢ 213) ¢l di clean deviceall bank- w1l s2i; suspicious
app/permissions g2 szi; evidence d1di.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 18 / 25 - Call Forwarding / Call Transfer Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® call Forwarding »is Legitimate Telecom Feature 9.

d-i Guaiol Calls 6iler Number u2 Forward s2d1 Hi2 21 €.

® Fraud 5 Ad 21 &2

Fraudster Fake Customer Support 6i-l4 Call s2 .

® <883 guiz Numberyi Network Problem .

ATTACK 18 - il - AsIAI - 2dda 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 18 - Call Forwarding / Call Transfer Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
sl callerdl sédi u sigd code dial  s-i.

Phone settings 212id1 operator appHi forwarding duiil.

® Unknown forwarding il di operatord 2us s?i 244 bank
accounts ¥z(&id s2l.

DO NOT PANIC - STOP - VERIFY - REPORT

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 19/ 25 - Juice Jacking & Public USB Charging Risk

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Juice Jacking ¥i2zd Compromised USB Charging Equipment g2l
Data Access ¥iadl Malware Delivery-i 2iaildd wsiviu.

® public Charging Points sui sia £?

® Airports.

® Railway Stations.

® Shopping Malls.

ATTACK 19 - 30l - is1di - 2ddat 2d Verify s?i

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 19 - Juice Jacking & Public USB Charging Risk

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

vididi charger/adapter v12di power bank diuzi.
. \ o . AN
USB data blocker aru?l 2isi; file transfer 1z 4 s2i.

Unknown computer 12l phone isdid 21al.

DO NOT PANIC - STOP - VERIFY - REPORT

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 20/ 25 - Top-Up / Recharge / Gaming Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® common Examples:
® Fake Mobile Recharge.
® Fake Cashback.

® Gaming Account Top-Up.

® Free UC / Diamonds Offers.

ATTACK 20 - 30 - isidi - 2ddat 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 20 - Top-Up / Recharge / Gaming Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?

Official app/game store ¥4 payment channel diuzi.

® Credentials share 4 s2i; free currency/cashback linkseil aidid
.

Payment uédi merchant 44 verify s2i.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 21/ 25 - Credit Card / Debit Card Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® common Fraud Types:
® card Skimming.

® Card Details Theft.

® Fake Payment Gateway.

® Card-Not-Present Fraud.

ATTACK 21 - 20 - isI¥l - 2ddal 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 21 Credit Card / Debit Card Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
Transaction alerts 2ig s2i; card 24 21 di dd block szi.

Unknown websiteHi card details - 241ul.

. . o ° . . \ \ \ N\
ATM/terminaldi suspicious device €1 di GUId| 4 s2I.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 22/ 25 - Social Media Account Hacking

Al gHdl sdl 2d 213 21d & i s HIled] a1 HaadiH] I A1 ©.
ATTACK PATTERN

® Platforms:

® Instagram

® Facebook

® WhatsApp

® Telegram

ATTACK 22 - il - 2AsI4 - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 22 - Social Media Account Hacking

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
€25 account Hi2 ¥dd1 strong password ¥4 2FA duzi.

Login activity/linked devices dulil; 2411 sessions logout sxi.

Recovery email 14 phone updated 21uil.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 23/ 25 - Mule Account Fraud

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® Money Mule i2d idl cafsd %4 Bank Account Jisiagz d
Frauddi yal Hnadil 4241 A1 Transfer sdi dyriRl.

Fraudster 2] s¢ €?

"dHI2l Accountui\ﬁw A192]. 444 Transfer s2| AU, dHA
Commission H®2L."

12l cfsd v4xeidi Money Laundering NetworkAl cii21 6i4l 21s .

*Protection:

ATTACK 23 - il - 2AsI4l - 2dda 2ld Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 23 - Mule Account Fraud

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
Bank account aiIS 4 Ui § A%1eaI Uil RIN transfer 4 s2i.

Account details share 4 s2i; 2isiue transaction bankd seldi.

Investigationyi bank/policed dssi2 AUl

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 24 / 25 - Digital Arrest, Fake Courier & Customs Scam

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN
® Fraudster du- sé ©:

® qui21 41 lllegal Parcel Hej &."

® yy:
® Fake Courier Company Call.

® Fake Customs Notice.

ATTACK 24 - 210l - isI¥l - 2ddal 2d Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 24 - Digital Arrest, Fake Courier & Customs Scam

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
Courierd official trackingail verify s-l.

Fake police/customs threat u2 Ui s personal details 4 211ul.

Official police/courier channeldi d4 1d 2ius s2i.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

ATTACK 25/ 25 - WhatsApp Account Takeover

A1 gHdl 5d] d 213 21y © u4 s¢f HIl&dlUa1 Hagdidl Y1 1Y ©.

ATTACK PATTERN

® OTP Theft.

® Linked Device Misuse.
® Fake Support Call.

® QR Code Login Trick.

® sim Swap.

ATTACK 25 - 20l - isIdl - 2ddal 2Ad Verify s?i
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SECTION 4 - 25 CYBER ATTACKS

PROTECT 25 - WhatsApp Account Takeover

s [Mfd2Hi Guidil yrail uaidi.
dHIR @] 5°4?
® e .. \
WhatsApp Two-step verification iq s-zli.

Linked Devices duli 44 24%121 device logout s?i.

. N\ . \ \
OTP share - s2I; recovery email 244 phone lock ¥2(&id 21uil.

DO NOT PANIC - STOP - VERIFY - REPORT
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SECTION 4 - 25 CYBER ATTACKS

Website Spoofing & Fake URLs

Fraudster Genuine Website <dl £uiidl Fake Website 6idid €.
Example:

Genuine: bankname.com

Fake: bankname-secure-login.example

*How to ldentify?

Domain Name duii.
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SECTION 4 - 25 CYBER ATTACKS

Malware, Spyware & Ransomware

®
Malware = Malicious Software.

®
Types:

®
Virus

o _
Trojan

®
Spyware

®
Ransomware

Offline backup 2ivil; ransomware 4idi d }Jsddi2il recovery-l viiddl 2il.
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SECTION 5 - AI-FPOWERED FRAUDS

Al gkl adI 4d1 Cyber Frauds

Al Fraudsters- dg¢j Realistic Content cididdiMi Hee s3] @IS ©.
Common Threats:
® . .
Al Voice Cloning.
Deepfake Video.
Fake ldentity.

Al-Generated Phishing.
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SECTION 5 - AI-FPOWERED FRAUDS

Al Voice Cloning Scam

Example:

dHA sid AId .

"yuil, ¢ YoSdlHi €. H4 IR 750,000 Hisdl."
AU dHIRI Yol AH2d] URdIRAI 216 Sl EId] 9.

uzg 211 Al Voice Cloning ¢l 2I$ €.

*Protection:

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS
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SECTION 5 - AI-FPOWERED FRAUDS

Deepfake Video Scam

©® Deepfake Technology-i Guial s34 sigf calsddi Face 212141 Voice ciedid 215
0.

Common Risks:
® :
Fake CEO Video.
Fake Government Official.
Fake Investment Expert.

Fake Celebrity Endorsement.

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS

67



SECTION 5 - AI-FPOWERED FRAUDS

Al Prompt & Data Privacy Risks

Al Tools diuxd] auid ] Upload 4 s24?

Bank Password.

®
OTP.

Customer Database.

Aadhaar / PAN Documents.

®
Company Confidential Documents.

Public Al tquHi secrets, passwords, customer data ¥1adi confidential files
upload A s-l.
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SECTION 5 - AI-FPOWERED FRAUDS

Al Agents & Business Security

Al Agents+ Email, CRM, Documents 14 Business Toolsl Access si¢ 2is 9.
Potential Risks:

Unauthorized Actions.

Prompt Injection.

Sensitive Data Leakage.

Excessive Permissions.
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SECTION 6 - PRACTICAL DEMOS

Practical Demo 1: Fake vs Genuine SMS

*Message A:

Your bank account will be blocked today. Click this link immediately to
update KYC.

*Message B:

Your bank has recorded a transaction. Check your official bank app for
details.

Audience Questions:

Which message creates urgency?
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SECTION 6 - PRACTICAL DEMOS

SMS AHIiMWIi - T-G-S-P

Demo 1 ussl: Header suffix category aididl 2is ; sender identity 2+ link 21@212i] verify s2i.

T - TRANSACTION

Transaction-l yfe/el. Link ¢y di official appHi %id widld duiil.

G - GOVERNMENT

Government 2ic2il. Scheme/benefit official .gov.in portaleail asil.

S - SERVICE

dH dlédl service H12 updates. Unexpected APK, OTP +2idl payment request uz 2isil.

P - PROMOTION

Offer/marketing. Cashback 412 PIN/OTP A 211ul; 41l link 4 Widl.
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SECTION 6 - PRACTICAL DEMOS

Practical Demo 2: APK Fraud Awareness

@ Official App Store.
App Developer Name.
App Permissions.
Play Protect.
Unknown Sources Setting.

Accessibility Permission.
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SECTION 6 - PRACTICAL DEMOS

APKHI 4141 GIEAIA €9 * BIHH S %

Demo 2 ussl: 41141 4141 42 24101 H12-1 scam examples ; install/demo - szl.

ELECTRICITY / LIGHT BILL
lightbill.apk - gasbill.apk

SERVICE / CHANNEL

channel.apk - chnnale.apk

TAX /RETURN
itr.apk - gsr-3b.apk - gstr-3b.apk

AIE AU

slgfad 1M 1) elaidi yridi -2il. Official Play Store/website (didi2-] APK install - s2i.
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SECTION 6 - PRACTICAL DEMOS

Practical Demo 3: Call Forwarding Safety

@ Phone Call Settings.
Call Forwarding Menu.
Active Forwarding Status.
Telecom Operator Support.

®
Ask:

‘ . \ \ \ N\ NN\
"2] dM sUIRY sig AXLYUI Qlsddl sédl uR Dial Code Enter sai 2"
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SECTION 6 - PRACTICAL DEMOS

Call forwarding scam - sis €aiiel Al

Demo 3 ussl: caller du+ “network fix”, delivery 12id1 KYC sél dialing pattern s2id .

SCAM PATTERN

sis + %11 destination number + # ¥dl request. Caller OTP-call access Haddii Uiy s3 2Is.

DoT STATUS

*401# A181Rd USSD call-forwarding facility 15 Apr 20242il 2AR10] 1 el suspend s2u¢f ¢dl.

sig x| code dial 4 s2I.

As SHi

ssd screenshot/mock dialer. didlds SIM 4241 real code u2 Call aig2il 4él.
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SECTION 6 - PRACTICAL DEMOS

Forwarding duidii 214 j=(eid 2ld cig s2i

sig universal disable code Hi42Ii 4él. duil operator 44 handset 412 official steps di.

ANDROID

Phone app — Settings — Calling accounts/SIM — Call forwarding — g2s condition duii -
AH12Y ¢l di Disable.

iIPHONE

Settings — Apps — Phone — Call Forwarding (menu model/iOS uyIRl G{EdI) — status
duldl/ce sel.

JIO-SPECIFIC CODES

Jio mobile Hi2 ¥: *402 all - *404 no answer - *406 busy - *410 unreachable - *413 all. Official Jio
HelpHi confirm szi.

IF SOMETHING LOOKS WRONG

Operator-i official app/site/known numberail call s2i; Bank- alert s2i; account activity duiil.
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SECTION 6 - PRACTICAL DEMOS

Jio Call Forwarding - disable codes

Jio mobile voice service 412 official FAQHi €2iiddi deactivation codes; >4~ operator/deviceHi diuzeli 4dl.

*402

Unconditional forwarding ci¢

*404

No answer forwarding ci¢

*406

Busy forwarding ai¢

*410 - *413

Not reachable ci¢ - all forwarding ci¢
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SECTION 6 - PRACTICAL DEMOS

Practical Demo 4: UPI Safety

o
Show:

® UPI ID Verification.
Payment Recipient Name.
Collect Request.
Transaction History.

Payment Alerts.
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SECTION 6 - PRACTICAL DEMOS

UPI AutoPay - mandate uédi 244%

Demo 4 ussl: recurring debit control d412] UPI appHi €.

MANDATE REVIEW

UPI app — Manage Bank Accounts / UPI AutoPay — merchant, amount/limit, frequency,
validity 44 next debit duil.

CONTROL

%32 1 ¢lJ di mandate page?il Pause, Modify 212id1 Revoke szi; 2A%1eil mandate bank/UPI app-
report szl.

RECEIVING MONEY?

Ul Hagdl UPI PIN Hiuai-] %32 -2il. Collect request dial 9212 approve  s2i.
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SECTION 6 - PRACTICAL DEMOS

UPI PIN 244 mPIN - 6id 2121 21|

sid caller, screen-share helper 212idi support agentd PIN/OTP + stiidi.

UPI PIN

UPI payment authorization PIN; NPCI FAQ says bank transactions are authorized with UPI
PIN. Never share it.

mPIN

Bank/mobile app login PIN £; UPI PINeil A4a21 ¢igf 215. App 444 bank w1l Guiiol GiEdIR 9.

SAFETY RULE

PIN only in your trusted UPI app’s secure prompt after checking payee/amount. Receiving a
payment never needs your PIN.

PROTECT THE APP

Phone lock + app lock/biometric, transaction alerts, updated app, and no screen sharing
during payment.
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SECTION 6 - PRACTICAL DEMOS

UPI - €2 ul&4 60-second security check

Transaction history, mandates 14 bank alerts ¥is 18l duiail.

1- REVIEW

Recent UPI transactions 314 active AutoPay mandates duiil.

2 - REVOKE

Unknown mandate pause/revoke s2i; app/bank-i official helpail confirmation dl.

3 - REPORT

Unauthorized debit ¢l di d2d bank/UPI app- %1@l s2i; financial cyber fraud Hi2 1930 4
cybercrime.gov.in.
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SECTION 6 - PRACTICAL DEMOS

Practical Demo 5: WhatsApp & Google Security

WhatsApp Two-Step Verification.
Linked Devices.

Gmail Security Checkup.

Google Account Devices.
Password Change.

Recovery Email.
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SECTION 7 - RESPONSE & REPORTING

Cyber Fraud a1 di First 5 MinutesHi j s24?

*Emergency Action Plan
® : .
Panic 4 s?I.
Further Payment cig si.
Bank / UPI Providerdi Official Contact sxi.

Account 12191 Card Block / Secure s2idl.

Financial Fraud 412 1930 U2 d2d Call s2i.

yddl Bank/UPI providerd «sel s?i 314 financial fraud 12 1930 u? d2d call szI.
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SECTION 7 - RESPONSE & REPORTING

Important Cybercrime Reporting Resources

*National Cyber Crime Helpline: 1930
*Online Complaint:

Other Useful Resources:

Bank's Official Fraud Helpline.

Local Cyber Crime Police Station.

CERT-In: https://www.cert-in.org.in/

Financial cyber fraud reporting helpline: 1930 - Portal: cybercrime.gov.in
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SECTION 7 - RESPONSE & REPORTING

What Evidence Should You Preserve?

Evidence Checklist:
® .
Transaction ID / UTR.
Bank Account Statement.
Fraudster Phone Number.
®
WhatsApp Chat.

®
SMS.

NIRMAL RABARI - DIGITAL SAFETY MASTERCLASS

85



SECTION 7 - RESPONSE & REPORTING

If Your WhatsApp or Instagram Gets Hacked

*Recovery Steps:

Official Appuieil Account Recovery 213 s2I.
Phone Number / Email Ownership Verify s2i.
Unknown Sessions Logout sxi.

Password cigdl.

Two-Factor Authentication g s?l.
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SECTION 7 - RESPONSE & REPORTING 87

If Your Phone Has a Suspicious APK

*Action Plan:
® - . .
Suspicious App-i Internet Access Gi¢ s?I.
Clean Device uzeil Bank 1@l s2l.
\ on_ang Q . \ D
Remote Access 14 Accessibility Permissions duiii.
®

Suspicious Application Remove s2i.

Important Passwords Clean Device uzeil ciedi.
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SECTION 8 - AUDIENCE QUIZ

Cyber Safety Quiz: Question 1

‘ \ \ AN \
dHd sl s¢ s 5,000 Receive s2d1 UPI PIN 41w,

o .
2] s22lIi?

®
A. PIN Arvlel,
®
B. Payment Request Accept s?lel.

C. Request Reject szlel 244 Verify sdlal.

o
D. OTP 1ulel.
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SECTION 8 - AUDIENCE QUIZ

Cyber Safety Quiz: Question 2

. N N
dd4 WhatsApp u? Electricity Bill APK H» €.
o .
2] s22l1?
A. Install s2lel.
B. [~ ¥12i Share szlal.

C. Official Electricity Board Website uz2il Verify szlel.

D. App- dHIM Permissions i1ulel.
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SECTION 8 - AUDIENCE QUIZ

Cyber Safety Quiz: Question 3

@ sig Fake Police Officer Video Call uz sé 5 d1iz Account lllegal Activityi
duR13] © A4 Uil Hisdl.

2] s2eli?
‘ A\Y \
A. Ul Hisdl egal.
B. Account Details 241ulel.

C. Call Disconnect s2l4 Official Police 44 Family 21ei Verify s3lel.

D. OTP 1ulel.
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SECTION 8 - AUDIENCE QUIZ

Cyber Safety Quiz: Question 4

dH1RI PhoneHi 2AI4s Network cigl 8¢ =19 44 Bank OTP A1ddi cig 12,
o . .

2] s22l1?

A. R1¢ gl

B. dd Telecom Operatordi 2ius szlel 44 Bankd x1el s2lel.

C. Unknown Link uz Click sz2leI.

D. Password sig/4 A14lal.
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SECTION 8 - AUDIENCE QUIZ

Cyber Safety Quiz: Question 5

. N DEERNY . \ \
dHd ulRg141 AeA41 AYIgHI Yall Hididi Call 2+1d.

o .
2] s22lIi?

‘ A\ \
A. dd Ul Hisd] egf2l.
B. 6ily) Verification Channelail 410w Confirm sz2lel.

o
C. Bank OTP 1ulel.

D. »A1eil <ifsd4 Payment szlel.
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SECTION 8 - Q&A
Rl Ad FdIGHI + 1/2
&s1 wdiail slide notesHi; YUl HI2 2ASIAI
I Q1. &j Ht Link Click s?di2il Bank Account viidl a¢ 2152
Q2. 2j UPI PIN sigd 211udi wsigi?
I Q3. 2f WhatsApp u? »11ddi APK File viiddl y=(@id ©?
Q4. ¢j Police Video Call u2 Arrest sil 215?

I Q5. 2j Deleted Photos Recover ad 2is?
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SECTION 8 - Q&A
Rl A BdIGiI * 2/2
2s1 wdidl slide notesHi; YUl HI2 RAsIAI.
I Q6. 2 Public Wi-Fi aru2q vidzis &?
Q7. j Antivirus €2s Virusail ciuid] 215?
I Q8. 2] Google u? gvildi Customer Care Number a1 ¢i §?
Q9. 2j Phonexi Camera ¥4 Microphone Permissions siiudl vl ©?

I Q10. % U1 suig WA di ] Bank Refund 1iyei?
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SECTION 9 - ACTION PLAN 95

25 Golden Cybersecurity Rules - 1/3

g221% GuYidil ad] 8-9 20 Y28l AHledI.

0 OTP sidH 4 2Al.
UPI PIN Share - szi.
Strong Password Gi-idi.
° e2s Account 412 Unique Password 21uil.
2FA uid 21,
Unknown APK Install 4 szI.
€ Unknown Links uz Click sadi udai Verify szi.
Fake Customer Careail a/1did 2¢l.

QR Code gkl Payment uédi Amount duii.
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SECTION 9 - ACTION PLAN

25 Golden Cybersecurity Rules - 2/3

g221% GuYidil ad] 8-9 20 Y28l AHledI.

@ Fake Investment Schemesail g2 2¢l.

1 Job 412 Advance Payment 4 sxi.

122 Public Wi-Fi u2 Sensitive Work 2ii.

‘ Unknown USB Charging Portail aig’id 2¢l.
14 App Permissions dull.

15 Device Updates szl.
‘ Important Data Backup 21uil.

7 Bank Transaction Alerts ig 2Iuil.
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SECTION 9 - ACTION PLAN

25 Golden Cybersecurity Rules - 3/3

g221% GuYidil ad] 8-9 20 Y28l AHledI.

' Social Media Privacy Settings duiil.

19 Unknown Screen Sharing 21l

20 Call Forwarding Settings duii.

‘ Deepfake Voice 14 Video Verify szl

22 Personal Documents #-1deds Share - s2l.

23 Business Data Al ToolsHi Upload s2di uddi duiil.
‘ Family a1l Emergency Verification Code 21uil.

25 Fraud 21 di d2d 1930 U2 Jus s2l.
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SECTION 10 - ACTION PLAN

Family Digital Safety Plan

‘ \ N\ \ \ N\ N\

€25 URdIR Al [FHI Gid19d] s1gA:

sigyel Emergency Money Request Verify s2dl.
‘ \ o o . \

ufai2 412 Verification Code 21udi.

clinsi4 Online Safety eiluiadl.

Senior Citizens Digital Arrest [del aiH1dd,

OTP 244 Password sigfd 4 241ugi.
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SECTION 10 - ACTION PLAN

Business & Employee Cyber Safety

£2s Small Business H12:
Company Email Security.
Employee Awareness Training.
Customer Data Protection.
Secure Website.

Regular Backup.

£2s payment instruction independent channelzil confirm szli.
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APPENDIX - LIVE PRACTICE 100

Case 1: Electricity bill + APK

¥Hi 60 As-s U s2: trigger, red flag, safe next step.

“21%¥ connection suiel. Bill sidl 241 APK install s2i.”

® s gid urgency Gidid €?
® Bill suiail verify s2eii?

N\ \
I

® App install a¢ 21¢f sl di ¢d J?

SMS/WhatsApp#izil APK ¢l; utility-l official app/site 1241 bill u24 channel dizi.
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APPENDIX - LIVE PRACTICE 101

Case 2 - Fake investment group

¥Hi 60 As-s U s2: trigger, red flag, safe next step.

Groupdi profit screenshots guiia ®. Withdraw sz2di
“tax / unlock fee” Hidl ©.

® DashboardHi euidl profit 4141 €?
® Registration siel verify s22i?

® qg transfer saIR AH2sigell?

Profit screenshot yzidi 2il. Regulator/platform 214 withdrawal terms independently duizil.
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APPENDIX - LIVE PRACTICE

Case 3 - Family emergency voice

¥Hi 60 As-s U s2: trigger, red flag, safe next step.

Alvildl BHdIF 58 9: “sHeli 50,000 Hisdi; Sigd 4 sé2ll.”

® Al voice ¢id 215?
® s ¢ile channelall confirm s221i?

® Family verification phrase 2] 232i?

Hee uddi saved number uz call back szi; family verification phrase 2ivil.
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FINAL ACTION PLAN 103

BE DIGITAL SMART.
BE CYBER SAFE.

AlAGIR s1gHall siudl Hacker 6iddid] %32 4ail.

® yiyAd 29l HIOUI § sl got1eiH] GuUIy ©.
Verify s?i Official channeleil %1d duii.
® Hif&dl Ylaid =il OTP, PIN 244 passwords private 21ul.
® syl report s?i Financial cyber fraud 412 1930 u2 call s2i.

Presented by Nirmal Rabari
Mission: Help 10 Lakh Gujaratis learn Al, technology & digital safety.
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